CHAPTER 2: COMPUTER NETWORKING
Unit of learning code: IT/CU/ICT/CR/1/5

Related Unit of Competency in Occupational Standard: Perform Computer Networking

2.1 Introduction to the unit of learning

This unit specifies the competencies required to perform computer Networking. It involves
Identification of network types, Connection of networking devices, configuration of network
devices, network testing, configuration of LAN network type and monitoring network

connectivity.

2.2 Summary of Learning Outcomes

Identify network type and components
Connect network devices

Configure network devices

Configure LAN Network type
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Perform Network testing

2.2.1 Learning Outcome 1: Identify Network Type and Components

2.2.1.2 Introduction to the Learning Outcome
This learning outcome covers identification of different types of computer networks,
identification of Network components, identification of network topologies, identification of

transmission media and benefits of computer networking.

2.2.1.3 Performance Standard

2.2.1.3.1 Types of computer networks are identified.
2.2.1.3.2 Network components are identified
2.2.1.3.3  Network topologies are identified.
2.2.1.3.4 Transmission media is identified.

2.2.1.3.5 Benefits of computer Networking are identified.
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2.2.1.4 Information Sheet
a) Definition of Computer Network
A computer network is a group of computers linked to each other that enables the computer to
communicate with another computer and share their resources, data, and applications. The
most common resource shared today is connection to the Internet. Other shared resources can

include a printer or a file server. The Internet itself can be considered a computer network.

b) Key terms in Computer Networks

Table 24: Common terms in Networking

Terms Definition

1.1SO The OSI model is a product of the Open Systems Interconnection
project at the International Organization for Standardization.

ISO is a voluntary organization.

2. OSI Model Open System Interconnection is a model consisting of seven
logical layers.
3. TCP/IP Model Transmission Centrol Protocol and Internet Protocol Model is

based ondour layer model which is based on Protocols.

4. UTP Unshielded Twisted Pair cable is a Wired/Guided media which
consists of two conductors usually copper, each with its own
colour plastic insulator

5.STP Shielded Twisted Pair cable is a Wired/Guided media has a metal
foil or braided-mesh covering which encases each pair of
insulated conductors. Shielding also eliminates crosstalk

6. PPP Point-to-Point connection is a protocol which is used as a
communication link between two devices.

7. LAN Local Area Network is designed for small areas such as an office,
group of building or a factory.

8. WAN Wide Area Network is used for the network that covers large
distance such as cover states of a country

9. MAN Metropolitan Area Network uses the similar technology as LAN.
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10. Crosstalk

11. PSTN

12. File  Transfer,

Access and
Management (FTAM)
13. Analog

Transmission
14. Digital
Transmission
15. Asymmetric digital

subscriber line(ADSL)

16. Access Point

17. Acknowledgement
(ACK)

18. Active Topology

It is designed to extend over the entire city.

Undesired effect of one circuit on another circuit. It can occur
when one line picks up some signals travelling down another
line. Example: telephone conversation when one can hear
background conversations. It can be eliminated by shielding
each pair of twisted pair cable.

Public Switched Telephone Network consists of telephone
lines, cellular networks, satellites for communication, fiber
optic cables etc. It is the combination of world's (national,
local and regional) circuit switched telephone network.

Standard mechanism to access files and manages it. Users

can access files in a remote computer and manage it.

The signal is continuously variable in amplitude and
frequency. Power tequirement is high when compared with
Digital Transmission.
It is a seguence of voltage pulses. It is basically a series of
discrete pulses. Security is better than Analog Transmission.
A data communications technology that enables faster data
transmission over copper telephone lines than a conventional
voice band modem can provide.
Alternatively referred to as a base station and wireless router,
an access point is a wireless receiver which enables a user to
connect wirelessly to a network or the Internet. This term can
refer to both Wi-Fi and Bluetooth devices.
Short for acknowledgement, ACK is an answer given by another
computer or network device indicating to another computer that
it acknowledged the SYN/ACK or other request sent to it.
Note: If the signal is not properly received an NAK is sent.

The term active topology describes a network topology in which
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the signal is amplified at each step as it passes from one
computer to the next.

19. Aloha Protocol for satellite and terrestrial radio transmissions. In pure
Aloha, a user can communicate at any time, but risks collisions
with other users' messages. Slotted Aloha reduces the chance of
collisions by dividing the channel into time slots and requiring
that the user send only at the beginning of a time slot.

20. Address Resolution ARP is a used with the IP for mapping a 32-bit Internet Protocol

Protocol(ARP) address to a MAC address that is recognized in the local network
specified in RFC 826.

c) Network Topologies

A network topology is the arrangement of computer devices in computer network to establish
communication among them. It defines a layout of a network that means it determines how

different nodes are connected and communicated together within a network.

Network topology can be according to logical aspect or on physical aspect. Physical topology
describes placement of different components of the network while logical topology describes

the data flow within a network instead of physical design.

Physical and Logical Topology

There are two approaches to network topology: physical and logical. Physical network
topology, as the name suggests, refers to the physical connections and interconnections
between nodes and the network—the wires, cables, and so forth. Logical network topology is a
little more abstract and strategic, referring to the conceptual understanding of how and why the

network is arranged the way it is, and how data moves through it.

Network topology can be categorize in 2 main categories on the basis of connection: Point to
point and multi point.

Point to point topology
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Figure 29: Point to point Topology

Point to Point topology is the simplest topology that connects two nodes directly together
with a common link. The entire bandwidth of the common link is reserved for transmission
between those two nodes. The point-to-point connections use an actual length of wire or cable
to connect the two ends, but other options, such as satellite links, or microwaves are also

possible.

Multipoint: This is a case where more than two specific devices share a single link.

Types of Topology

There are five types of topology in computer networks. Hybrid topology is also common

Star
Bus
Ring
Tree
Mesh
Hybrid

1.  Star Topology
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Star Topology

Figure 29 Star topology

A star topology, the most common network topology, is laid out so every node in the network is
directly connected to one central hub via coaxial, twisted-pair, or fiber-optic cable. Acting as a
server, this central node manages data transmission—as information sent from any node on the
network has to pass through the central one to reach its destination—and functions as a repeater,

which helps prevent data loss.

Advantages of Star Topology

Star topologies are common since they allow you to conveniently manage your entire network
from a single location. Because each of the nodes is independently connected to the central hub,
should one go down, the rest of the network will continue functioning unaffected, making the
star topology a stable and secure network layout.

Additionally, devices can be added, removed, and modified without taking the entire network
offline.

On the physical side of things, the structure of the star topology uses relatively little cabling to
fully connect the network, which allows for both straightforward setup and management over
time as the network expands or contracts. The simplicity of the network design makes life easier
for administrators, too, because it’s easy to identify where errors or performance issues are
occurring.

Disadvantages of Star Topology
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On the flipside, if the central hub goes down, the rest of the network can’t function. But if the
central hub is properly managed and kept in good health, administrators shouldn’t have too many
issues.

The overall bandwidth and performance of the network are also limited by the central node’s
configurations and technical specifications, making star topologies expensive to set up and

operate.

2. Bus Topology

A bus topology orients all the devices on a network along a single cable running in a single
direction from one end of the network to the other—which is why it’s sometimes called a “line
topology” or “backbone topology.” Data flow on the network also follows the route of the cable,

moving in one direction.

Bus Topology

Figure 30 Bus toplolgy

Advantages of Bus Topology

Bus topologies are a good, cost-effective choice for smaller networks because the layout is
simple, allowing all devices to be connected via a single coaxial or RJ45 cable. If needed, more
nodes can be easily added to the network by joining additional cables.

Disadvantages of Bus Topology
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However, because bus topologies use a single cable to transmit data, they’re somewhat
vulnerable. If the cable experiences a failure, the whole network goes down, which can be time-
consuming and expensive to restore, which can be less of an issue with smaller networks.

Bus topologies are best suited for small networks because there’s only so much bandwidth, and
every additional node will slow transmission speeds.

Furthermore, data is “half-duplex,” which means it can’t be sent in two opposite directions at the

same time, so this layout is not the ideal choice for networks with huge amounts of traffic.

3. Ring Topology - Single vs. Dual
Ring topology is where nodes are arranged in a circle (or ring). The data can travel through the
ring network in either one direction or both directions, with each device having exactly two

neighbors.

Ring Topology
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Figure 31: Ring topology
Pros of Ring Topology
Since each device is only connected to the ones on either side, when data is transmitted, the
packets also travel along the circle, moving through each of the intermediate nodes until they
arrive at their destination. If a large network is arranged in a ring topology, repeaters can be used
to ensure packets arrive correctly and without data loss.
Only one station on the network is permitted to send data at a time, which greatly reduces the
risk of packet collisions, making ring topologies efficient at transmitting data without errors.
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By and large, ring topologies are cost-effective and inexpensive to install, and the intricate point-
to-point connectivity of the nodes makes it relatively easy to identify issues or misconfigurations
on the network.

Cons of Ring Topology

Even though it’s popular, a ring topology is still vulnerable to failure without proper network
management. Since the flow of data transmission moves unidirectionally between nodes along
each ring, if one node goes down, it can take the entire network with it. That’s why it’s
imperative for each of the nodes to be monitored and kept in good health. Nevertheless, even if
you’re vigilant and attentive to node performance, your network can still be taken down by a
transmission line failure.

The question of scalability should also be taken into consideration. In a ring topology, all the
devices on the network share bandwidth, so the addition of more devices can contribute to
overall communication delays. Network administrators need to be mindful of the devices added
to the topology to avoid overburdening the network’s resources and capacity.

Additionally, the entire network must be taken offline/to reconfigure, add, or remove nodes. And
while that’s not the end of the world, scheduling:downtime for the network can be inconvenient

and costly.

Dual-Ring Topology
A network with ring topology is half-duplex, meaning data can only move in one direction at a
time. Ring topologies can be made full-duplex by adding a second connection between network

nodes, creating a dual ring topology.
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Dual Ring Topology
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Figure 32: Dual ring topology

Advantages of Dual-Ring Topology

The primary advantage of dual ring topology is its efficiency: because each node has two
connections on either side, information can be sent both clockwise and counterclockwise along
the network. The secondary ring included in a;dual-ring topology setup can act as a redundant
layer and backup, which helps solve for many of the disadvantages of traditional ring topology.
Dual ring topologies offer a little extra security, too: if one ring fails within a node, the other ring

is still able to send data.

4. Tree Topology

The tree topology structure gets its name from how the central node functions as a sort of trunk
for the network, with nodes extending outward in a branch-like fashion. However, where each
node in a star topology is directly connected to the central hub, a tree topology has a parent-child
hierarchy to how the nodes are connected. Those connected to the central hub are connected
linearly to other nodes, so two connected nodes only share one mutual connection. Because the
tree topology structure is both extremely flexible and scalable, it’s often used for wide area

networks to support many spread-out devices.
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Tree Topology

Figure 33: Tree topology

Pros of Tree Topology

Combining elements of the star and bus topologies allows for the easy addition of nodes and
network expansion. Troubleshooting errors on the network is also a straightforward process, as
each of the branches can be individually assessed for performance issues.

Cons of Tree Topology

As with the star topology, the entire network depends on the health of the root node in a tree
topology structure. Should the central hub fail, the various node branches will become
disconnected, though connectivity within—but not between—branch systems will remain.
Because of the hierarchical complexity and linear structure of the network layout, adding more
nodes to a tree topology can quickly make proper management an unwieldy, not to mention
costly, experience. Tree topologies are expensive because of the sheer amount of cabling

required to connect each device to the next within the hierarchical layout.

5. Mesh Topology

A mesh topology is an intricate and elaborate structure of point-to-point connections where the
nodes are interconnected. Mesh networks can be full or partial mesh. Partial mesh topologies are
mostly interconnected, with a few nodes with only two or three connections, while full-mesh

topologies are—surprise!—fully interconnected.
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Mesh Topology

Figure 34: Mesh topology

The web-like structure of mesh topologies offers two different methods of data transmission:
routing and flooding. When data is routed, the nodes use logic to determine the shortest distance
from the source to destination, and when data .is“flooded, the information is sent to all nodes
within the network without the need for routing logic.

Advantages of Mesh Topology

Mesh topologies are reliable and stable, and the complex degree of interconnectivity between
nodes makes the network resistant to failure. For instance, no single device going down can
bring the network offline.

Disadvantages of Mesh Topology

Mesh topologies are incredibly labor-intensive. Each interconnection between nodes requires a
cable and configuration once deployed, so it can also be time-consuming to set up. As with other
topology structures, the cost of cabling adds up fast, and to say mesh networks require a lot of

cabling is an understatement.

6. Hybrid Topology
Hybrid topologies combine two or more different topology structures—the tree topology is a

good example, integrating the bus and star layouts. Hybrid structures are most commonly found
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in larger companies where individual departments have personalized network topologies adapted

to suit their needs and network usage.

Hybrid Topology
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Figure 35: Hybrid topology

Advantages of Hybrid Topology

The main advantage of hybrid structures is the degree of flexibility they provide, as there are few
limitations on the network structure itself that a hybrid setup can’t accommodate.

Disadvantages of Hybrid Topology

However, each type of network topology comes with its own disadvantages, and as a network
grows in complexity, so too does the experience and know-how required on the part of the
admins to keep everything functioning optimally. There’s also the monetary cost to consider

when creating a hybrid network topology.

d) Computer Network Types

There are various types of computer networks available. We can categorize them according to

their size as well as their purpose.

The size of a network should be expressed by the geographic area and number of computers,
which are a part of their networks. It includes devices housed in a single room to millions of

devices spread across the world. Some of the most popular network types are:
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1. Personal Area Network (PAN)

A personal area network, or PAN, is a computer network that enables communication between
computer devices near a person. It is a computer network organized around an individual for
personal use only. PANSs can be wired, such as USB or FireWire, or they can be wireless, such
as infrared, ZigBee, Bluetooth and ultra-wideband. The range of a PAN typically is a few meters.
Examples of wireless PAN, or WPAN, devices include cell phone headsets, wireless keyboards,

wireless mice, printers, bar code scanners and game consoles.

Wireless PANs feature battery-operated devices that draw very little current. Sleep modes

commonly are used to further extend battery life.
2. Local Area Network (LAN)

A Local Area Network (LAN) is a group of computers and other devices that are connected
together over a network and are all in the same location, within a single building like an office or

home.

On a typical home or small office LAN, you might find a modem that provides an internet
connection (and a basic firewall against intrusion from the internet), a router that lets other
devices share that connection and connect to one another, and a Wi-Fi access point that lets
devices access the network wirelessly. Sometimes, those functions are combined into a single

device.
3. Wireless Local Area Network (WLAN)

Functioning like a LAN, a WLAN provides wireless network communication over short
distances using radio signals instead of traditional network cabling. Typically, a wireless local
area network (WLAN) extends an existing wired local area network to devices not connected to
the LAN.

4. Metropolitan Area Network (MAN)
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These types of networks are larger than LANs but smaller than WANs — and incorporate
elements from both types of networks. MANSs span an entire geographic area (typically a town or
city, but sometimes a campus). Ownership and maintenance is handled by either a single person
or company (a local council, a large company, etc.).

5. Wide Area Network (WAN)

A wide-area network (or WAN) is a computer network that connects smaller networks. Since
WAN:Ss are not tied to a specific location, they allow localized networks to communicate with one
another across great distances. They also facilitate communication and the sharing of information
between devices from anywhere in the world.

WANSs allow organizations to create unified networks so that employees, customers, and other
stakeholders can work together online, regardless of location. Though WANS cover a large area,
connections can be either wired or wireless. Wired WANSs usually consist of broadband internet
services and multiprotocol label switching (MPLS), which is a form of data-forwarding
technology used to control traffic flow and speed-up connection, while wireless WANs normally
include 4G/5G and Long-Term Evolution (LTE) networks.

e) Computer Network Components

Computer networks components comprise both physical parts as well as the software required
for installing computer networks. Some important physical network components are NIC,
switch, cable, hub, router, and modem. Depending on the type of network that we need to
install, some network components can also be removed. For example, the wireless network does

not require a cable.
Following are the major components required to install a network:

1. NIC
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NIC stands for Network Interface Card is an adapter card that plugs into the system bus of a
computer and allows the computer to send and receive signals on a network. A network interface

card (NIC) is also known as a network adapter card or simply a network card.

Figure 36: Network interface card

Wired NIC: The Wired NIC is present inside the motherboard. Cables and connectors are used
with wired NIC to transfer data.

Wireless NIC: The wireless NIC contains the antenna to obtain the connection over the wireless
network. For example, laptop computer contains the wireless NIC.

2. Hub

A Hub is a hardware device that divides the network connection among multiple devices. When
a computer network requests for some information from another in the network, it first sends the
request to the Hub through a cable. The hub will broadcast this request to the entire network. All
the devices will check whether or not the request belongs to them. If not, the request will be
dropped.

The process used by the Hub consumes more bandwidth and limits the amount of
communication. Nowadays, the use of hub is obsolete, and it is replaced by more advanced

computer network components such as Switches and Routers.
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Figure 37: Computer Network hub
3. Switch

A switch is a hardware device that connects multiple devices on a computer network. A Switch
contains more advanced features than Hub. The Switch contains the updated table that decides
where the data is transmitted or not. Switch delivers the message to the correct destination based
on the physical address present in the incoming message. A Switch does not broadcast the
message to the entire network like the Hub. It determines the device to whom the message is to
be transmitted. Therefore, we can say that switch provides a direct connection between the
source and destination. It increases the speed of the network.

Figure 38: A Network Switch
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Router

A router is a hardware device which is used to connect a LAN with an internet connection. It
is used to receive, analyze and forward the incoming packets to another network.

A router works in a Layer 3 (Network layer) of the OSI Reference model.

A router forwards the packet based on the information available in the routing table.

It determines the best path from the available paths for the transmission of the packet.

Advantages of Router:

Security: The information which is transmitted to the network will traverse the entire cable,
but the only specified device which has been addressed can read the data.

Reliability: If the server has stopped functioning, the network goes down, but no other
networks are affected that are served by the router,

Performance: Router enhances the overall performance of the network. Suppose there are
24 workstations in a network generates a;Same amount of traffic. This increases the traffic
load on the network. Router splits the single network into two networks of 12 workstations

each, reduces the traffic load by half.
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Figure 39: A wireless Router

5. Modem

« A modem is a hardware device that allows the computer to connect to the internet over the
existing telephone line.

e A modem is not integrated with the motherboard rather than it is installed on the PCI slot
found on the motherboard.

« It stands for Modulator/Demodulator. It converts the digital data into an analog signal over

the telephone lines.

Based on the differences in speed and transmission rate, a modem can be classified in the

following categories:

« Standard PC modem or Dial-up modem
e Cellular Modem

e Cable modem
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Figure 40: modem

6. Cables and Connectors (media)

Cable is a transmission media used for transmitting a signal.
There are three types of cables used in transmission:

Twisted pair cable

Coaxial cable

Fibre-optic cable

7. Ports

A port is a physical docking point using which an external device can be connected to the
computer. It can also be programmatic docking point through which information flows from a

program to the computer or over the Internet.
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A network port which is provided by the Transport Layer protocols of Internet Protocol suite,

such as Transmission Control Protocol (TCP) and User Diagram Protocol (UDP) is a number

which serving endpoint communication between two computers.

8. Computers

Computers connected to a network can share files and documents with each other. Personal

computers connected to a business network can choose which files and folders are available to

share on the network.

2.2.1.5 Learning Activities

e The trainee should visit the nearest computer lab, Cyber Café or office setup and identify 4

network devices. On a computer using Ms Word, draw a table with two columns, namely

device and use. Record the use of at least 6 devices on this table.

e In the visit above, in two paragraphs, the trainee need to determine and illustrate the network

type and topologies in place.

e Save the document and submit to the trainer; via a storage device or email.

Special instructions related to learning activities

e Lessons can be delivered in person or virtually.

e Trainees taking this unit are highly recommended to own a working computer

2.2.1.6 Self-Assessment

1.

What is a computer network?

2. With an aid of a diagram, differentiate between a star and ring topology.

3. With respect to the OSI reference model, from which layer does a router operate?
4,
5

What is POLAN?

In a Network Interface Card, what is meant by a MAC address?

2.2.1.7 Tools, Equipment, Supplies and Materials
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Tools
1. Network tool kit
2. Signal testers
Equipment
eComputer
eCables
eSwitches
eRouters/modem
eBridges
eRepeaters
eFibre modules
e Antistatic gloves
ePorts
eRJ45
eNIC
eGateways
eMicrowave dishes

Materials and supplies

Consumables for maintaining Network including:

eRJ45
eFibre Modules
eCables
Replacement parts including:
ePoints
eSwitches
eRouters
eNIC
eModem
eCables

Cleaning materials;
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Hand cleaner.
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2.2.1.8 Model answers to self-assessment

What is a computer network?

A computer network is a set of computers connected together for the purpose of sharing
resources. The most common resource shared today is connection to the Internet. Other shared
resources can include a printer or a file server. The thternet itself can be considered a computer
network.

With an aid of a diagram, demonstrate a star topology.

A star topology, the most common network topology, is laid out so every node in the network is
directly connected to one central hub via coaxial, twisted-pair, or fiber-optic cable. Acting as a
server, this central node manages data transmission—as information sent from any node on the
network has to pass through the central one to reach its destination—and functions as a

repeater, which helps prevent data loss

Star Topology
e I —
# N
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With respect to the OSI reference model, from which layer does a router operate?

A router works in a Layer 3 (Network layer) of the OSI Reference model.

What is POLAN?

POLAN uses optical splitters to split an optical signal from one strand of single mode optical
fiber into multiple signals to serve users and devices.

In a Network Interface Card, what is meant by a MAC address?

The MAC address or physical address is encoded on the network card chip which is assigned by
the IEEE to identify a network card uniquely. The MAC address is stored in the PROM

(Programmable read-only memory).
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2.2.1 Learning Outcome 2: Connect Network Devices
2.2.2.1 Introduction to the Learning Outcome
This learning outcome covers identification of network connection media, characteristics of

connection medium and connecting devices to the network.

2.2.2.2 Performance Standard

2.2.2.2.1 Tools, materials and devices for network are identified.

2.2.2.2.2 Network devices connection is done according National and international communication
standards.

2.2.2.2.3 Strength and connectivity tests of cables and equipment are done.

2.2.2.3 Information Sheet

a) Network connection media

In network communications, a connection or transmission medium is a physical connection or an
interface between the transmitter and the receiver. There are two major categories of
transmission media, namely:

e Wired or guided and

e Wireless or unguided.
Wired Medium

There are three general classes of wired media types: coaxial cable, twisted pair and fiber optic

cable.
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Figure 41: Network cables
1. Coaxial Cable
Coaxial cable uses a single conductor in the ' middle of a cable. The central conductor is
surrounded by an insulator called the dielectric. A conductive shield is put around the dielectric.
This shield acts as the second conductor for the circuit as well serves to protect the inner
conductor from interference. Coaxial cable for local area network (LAN) connections is obsolete.
Coaxial cable is being used in some cases for delivering the last mile of service. For e.g., coaxial

cables are being used by Cable TV networks to deliver high-speed service customer premises.

Figure 42: Coaxial cable with a central conductor
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2. Unshielded Twisted Pair

Unshielded twisted pair cabling, or UTP cabling, is the most common type of network cabling. It
consists of four twisted pairs of wire, each with a different number of twists per foot, all encased
on one sheath. UTP cabling is graded according to category. Category 3 and 4 were replaced by
Category 5 cabling by the year 2000. Category 5 is recommended for running Ethernet at speeds
of 100 Mbps. Category 5e, was introduced to run gigabit Ethernet or 1000BaseT networks.
Category 6 and Category 6a have since been introduced to give better performance at higher
speeds. UTP cabling has an intrinsic impedance of 100 ohms.

Figure 43: Unshielded twisted pair cable

3. Twisted Pair Cable

There are two types of shielded twisted pair wiring. In the 1980s and 1990s shielded twisted pair
was promoted as the best wire type for Token Ring networks. This had an intrinsic impedance of
150 ohms. A new wiring trend is to use 100 ohm shielded twisted pair. The shielding reduces
noise and increases the performance of the cable. These are sometimes called foiled twisted pair,
or FTP (not to be confused with file transfer protocol) or sometimes called screened twisted pair,

or SCTP. These types of cables are compatible with normal UTP.
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Figure 44: FTP or ScTP has a metal back to ground the shield.

4. Multi-mode fiber Optic
Fiber optic cable is sometimes called wave guide or light guide because it guides the light waves
along the length of the cable. Multi-mode fiber is used for short cable runs, usually 1.6 mi

(approximately 2 km) or less.

Figure 45: Multi-mode fiber optic

5. Single Mode Fiber Optic Cable

Single mode fiber optic cable can operate over much longer distances. Because the fiber only
allows one mode of light to propagate, light pulses put on the fiber keep their shape much longer.
This allows the light pulses to travel much further without interfering with other pulses. Single

mode fiber is recommended for cable runs in excess of 1.6 mi.
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Figure 46: Single mode fiber is used outdoors and for long
distances.

Wireless Transmission Media

Wireless transmission is a form of unguided:imedia. Wireless communication involves no
physical link established between two or more devices, communicating wirelessly. Wireless
signals are spread over in the air and are received and interpreted by appropriate antennas.

When an antenna is attached to electrical circuit of a computer or wireless device, it converts the
digital data into wireless signals and spread all over within its frequency range. The receptor on
the other end receives these signals and converts them back to digital data.

1. Radio Transmission

Radio frequency is easier to generate and because of its large wavelength it can penetrate
through walls and structures alike. Radio waves can have wavelength from 1 mm — 100,000 km
and have frequency ranging from 3 Hz (Extremely Low Frequency) to 300 GHz (Extremely
High Frequency). Radio frequencies are sub-divided into six bands.

Radio waves at lower frequencies can travel through walls whereas higher RF can travel in
straight line and bounce back.The power of low frequency waves decreases sharply as they cover

long distance. High frequency radio waves have more power.
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Figure 47: Radio Transmission earth
Radio waves of high frequencies are prone to be absorbed by rain and other obstacles. They use
lonosphere of earth atmosphere. High frequency radio waves such as HF and VHF bands are

spread upwards. When they reach lonosphere, they are refracted back to the earth.
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2. Microwave Transmission

Electromagnetic waves above 100 MHz tend to travel in a straight line and signals over them can
be sent by beaming those waves towards one particular station. Because Microwaves travels in
straight lines, both sender and receiver must be aligned to be strictly in line-of-sight.

Microwaves can have wavelength ranging from 1 mm — 1 meter and frequency ranging from 300
MHz to 300 GHz.
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Figure 48: Microwave transmission
Microwave antennas concentrate the waves making a beam of it. As shown in picture above,
multiple antennas can be aligned to reach farther. Microwaves have higher frequencies and do
not penetrate wall like obstacles.
Microwave transmission depends highly upon the weather conditions and the frequency it is

using.

3. Infrared Transmission

Infrared wave lies in between visible light spectrum and microwaves. It has wavelength of 700-
nm to 1-mm and frequency ranges from 300<GHz to 430-THz.

Infrared wave is used for very short range communication purposes such as television and it’s
remote. Infrared travels in a straight line hence it is directional by nature. Because of high
frequency range, Infrared cannot cross wall-like obstacles.

4. Light Transmission

Highest most electromagnetic spectrum which can be used for data transmission is light or
optical signaling. This is achieved by means of LASER.

Because of frequency light uses, it tends to travel strictly in straight line.Hence the sender and
receiver must be in the line-of-sight. Because laser transmission is unidirectional, at both ends of
communication the laser and the photo-detector needs to be installed. Laser beam is generally
1mm wide hence it is a work of precision to align two far receptors each pointing to lasers

source.
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Figure 49: Light transmission
Laser works as Tx (transmitter) and photo-detectors works as Rx (receiver).
Lasers cannot penetrate obstacles such as walls, rain,-and thick fog. Additionally, laser beam is
distorted by wind, atmosphere temperature, or variation in temperature in the path.
Laser is safe for data transmission as it s very difficult to tap 1mm wide laser without

interrupting the communication channel.

¢) How to connect computers to a network

Connecting your computers to your home network grants access to the Internet, networked
printers and attached devices and other computers on the network. Most networks in the home or
workplace are Ethernet wired networks or Wi-Fi wireless networks. How you connect to a
network and what equipment you need depends primarily on the network connection you're

setting up.

i.Required Equipment
If you're setting up a wired network, you need an Ethernet modem, a router -- unless your
modem has a built-in router -- and Ethernet cables. If you're setting up a wireless network, you
still need an Ethernet modem and a wireless-enabled router, as well as an Ethernet cable to

connect the two. You also need one wireless adapter per computer, unless your computer has a
140



built-in wireless card.

If you're building a hybrid network involving both wired and wireless connections, a wireless

router is the best choice, as they usually also have Ethernet ports. Some modems feature built-in

wireless routers, making them a good all-in-one device choice if you have limited space.

1i.Connecting to a wired network

Connect the Internet coaxial or DSL cable to your modem's Internet or Cable port.

Connect the modem to the router's Internet, Modem or WAN port with an Ethernet cable.
Skip this step if your modem has a built-in router.

Connect an Ethernet cable between each computer's Ethernet port and one of the open ports
on the router or modem.

Click the Network icon in the System Tray and check for the wired connection.

Start a Web browser and connect to a website. If-the site loads, your connection is complete.

Otherwise, consult your modem and router's user manuals to see if further setup is required.

Pros

Wired connections offer faster and more stable connections than wireless.
Wired-only networks are generally more secure than wireless, as unauthorized users have to
directly connect to the router in order to gain access to the network.

Ethernet cables are less expensive than wireless adapters.

Cons

Wired-only networks have limited range compared to wireless. While this situation can be
mitigated with longer Ethernet cables, you have to run wires throughout your home to access
the Internet from any room.

The number of computers that can connect to the router is limited to the number of available
Ethernet ports.
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Figure 50: Connecting to a wired network

Connecting to a wireless network

1.
2.

Connect the Internet coaxial or DSL cable to your modem's Internet or Cable port.

Connect the modem to the router's Internet, Modem or WAN port with an Ethernet cable.
Skip this step if your modem has a built-in router.

Click the Network icon in the System Tray and find your wireless network in the list.

Select your network and click Connect. 1fsyou want your computer to automatically connect
to this network when you start it up, fill the Connect Automatically check box.

Enter your wireless network's security key when prompted.

Start a Web browser and connect to a website. If the site loads, your connection is complete.
Otherwise, make sure the security key you entered is correct, then check signal strength and
whether further set-up is required according to your user's manual.

Pro: You can take your computer to most rooms of your house without having to route
Ethernet cables through your home.

Pro: The only Ethernet cable required is the one running from your modem to your router,
assuming your modem doesn't have a built-in router.

Con: Wireless connections aren't as fast as wired connections, as they have to transmit
bandwidth over the wireless signal.

Con: The design of your home and nearby electronics can interfere with a wireless signal,

weakening or even completely blocking your connection.
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o Con: Without a security key, your wireless connection can be detected and used by anyone --

including cyber-criminals engaged in illicit behavior, which may be traced back to you.

Of

Aoy OXT

Figure 51: Wireless connection

iii.Creating Home groups
A Home group is a network used by Windows to connect your computers together and share

files. After you create a Home group, your other,computers and devices like printers can be
added to it.
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I. Creating a Homegroup
Press Windows-X on your keyboard and select Control Panel from the power user menu.
Select Network and Internet, followed by Homegroup.

Click Create, followed by Next.

> w0

Select the libraries, devices and files you want to share with other computers on the network,

then click Next.
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5. Write down the Homegroup password when it's presented and click Finish.
Adding Computers to the Homegroup

Sign onto the computer you're adding.

Press Windows-X and select Control Panel.

Select Network and Internet, followed by Homegroup.

Click Join now, followed by Next.

Select the libraries, devices and files you want to share from this computer, then click Next.

o g~ wDh e

Enter the homegroup password and click Next, then Finish.

Adding Printers
1. Sign onto the computer to which your printer is installed/connected.
2. Follow the steps to join a homegroup listed above.

3. Set the Printers & Devices permission to Shared.

d) Network Devices

1. Hub

A Hub is a hardware device that divides the network connection among multiple devices. When
computer requests for some information from a network, it first sends the request to the Hub
through cable. Hub will broadcast this request to the entire network. All the devices will check
whether the request belongs to them or not. If not, the request will be dropped.

The process used by the Hub consumes more bandwidth and limits the amount of
communication. Nowadays, the use of hub is obsolete, and it is replaced by more advanced

computer network components such as Switches, Routers.

Switch
A switch is a hardware device that connects multiple devices on a computer network. A Switch
contains more advanced features than Hub. The Switch contains the updated table that decides
where the data is transmitted or not. Switch delivers the message to the correct destination based

on the physical address present in the incoming message.
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3 Router
A router is a hardware device which is used to connect a LAN with an internet connection. It is
used to receive, analyze and forward the incoming packets to another network.
A router works in a Layer 3 (Network layer) of the OSI Reference model.
A router forwards the packet based on the information available in the routing table.

It determines the best path from the available paths for the transmission of the packet.

4 Cables and Connectors (media)
Cable is a transmission media used for transmitting a signal.

There are three types of cables used in transmission:

. Twisted pair cable

. Coaxial cable

. Fibre-optic cable
5 Ports

A port is a physical docking point using which an external device can be connected to the
computer. It can also be programmatic docking point through which information flows from a
program to the computer or over the Internet.

A network port which is provided by the Transport Layer protocols of Internet Protocol suite,
such as Transmission Control Protocol (TCP) and User Diagram Protocol (UDP) is a number
which serving endpoint communication between two computers.

6  Computers

Computers connected to a network can share files and documents with each other. Personal
computers connected to a business network can choose which files and folders are available to

share on the network.

2.2.2.4 Learning Activities
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e The trainee is required to build a hybrid network involving both wired and wireless
connections. Use the most suitable hub and any other devices available, creating a star
topology.

e Inthe above setup, the trainee will be required to create a home group.

e The trainee will then add three computers and a printer to the workgroup.

Special instructions

The trainee should be provided with a wireless router as they have Ethernet ports or modems

featuring built-in wireless routers.

2.2.2.5 Self-Assessment

1. Using suitable descriptions, identify the three general classes of wired media types

2. Why do you think a single mode fiber optic cable can operate over much longer distances
compared to the other contemporary cables?

3. When building a hybrid network involving both wired and wireless connections, explain the
choice of the router you would use, and give reasons.

4. Demonstrate the procedure for creating a Homegroup

5. Demonstrate the process of adding Computers to the Homegroup

2.2.2.6 Tools, Equipment, Supplies and Materials
Tools
1. Network tool kit
2. Signal testers
Equipment
e Computer
o Cables
e Switches
e Routers/modem
e DBridges

e Repeaters
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e Fibre modules

e Antistatic gloves

e Ports

e RJ45

e NIC

e Gateways

e Microwave dishes

Materials and supplies

Consumables for maintaining Network including:
e RJ45

e Fibre Modules

o Cables

Replacement parts including:

e Points

e Switches
e Routers
e NIC

e Modem
e Cables

Cleaning materials;

Hand cleaner.

2.2.2.7 References
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2. Haeder, A. (2004). Conducting the Network Administrator Job Interview: IT Manager Guide
with Cisco CCNA Interview Questions (Vol. 4). Rampant TechPress.
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5. https://www.tutorialspoint.com/computer fundamentals/computer software.htm

2.2.2.8 Model answers to Self-Assessment
1. Using suitable descriptions, identify the three general classes of wired media types

Three general classes of wired media types: coaxial cable, twisted pair and fiber optic

cable.
2. Demonstrate why single mode fiber optic cable can operate over much longer distances.

Because the fiber only allows one mode of light to propagate, light pulses put on the fiber
keep their shape much longer. This allows the light pulses to travel much further without
interfering with other pulses. Single mode fiber is recommended for cable runs in excess of
1.6 mi.

2a If you're building a hybrid network involving both wired and wireless connections,

which router is the best choice?

A wireless router is the best choice;‘as they usually also have Ethernet ports. Some
modems feature built-in wireless routers, making them a good all-in-one device choice if

you have limited space.
2b Demonstrate the procedure for creating a Home group

e Press Windows-X on your keyboard and select Control Panel from the power user
menu.

e Select Network and Internet, followed by Home group.

e Click Create, followed by Next.

e Select the libraries, devices and files you want to share with other computers on
the network, then click next.

e Write down the Home group password when it's presented and click Finish.

2¢ Demonstrate the process of adding Computers to the Home group
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e Sign onto the computer you're adding.

e Press Windows-X and select Control Panel.

e Select Network and Internet, followed by Home group.

e Click Join now, followed by Next.

o Select the libraries, devices and files you want to share from this computer, then

click next.

e Enter the home group password and click Next, then Finis

2.2.3 Learning Outcome 3: Configure Network Devices
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2.2.3.1 Introduction to the learning outcome
This learning outcome covers procedures on installation and configuration of Network software,
configuration of the TCP/IP and Ethernet network architectures, connection and configuration of

network devices, and performing connectivity tests for cables and equipment.

2.2.3.2 Performance Standard
2.2.3.2.1 Network software is installed and configured according to user manuals.
2.2.3.2.2 IP addressing scheme configuration is done

2.2.3.2.3 Types of subnet masks are identified.

2.2.3.3 Information Sheet

a) What is Network Configuration?
Network configuration allows a system administrator to set up a network to meet communication

objectives. The process involves the following tasks:

o Router configuration: Specifies the correct:iP addresses and route settings, etc.

e Host configuration: Sets up a network connection on a host computer/laptop by logging the
default network settings, such as IP addressing, proxy, network name and ID/password, to
enable network connection and communication.

o Software configuration: Any network-based software, like an intrusion detection system
(IDS), is allowed access and provided with the appropriate credentials to monitor network

traffic.

Moreover, network configuration includes Internet/network sharing, software/application
installation and firewall installation/configuration.

b) Network architecture

Network architecture refers to the way network devices and services are structured to serve the
connectivity needs of client devices.

e Network devices typically include switches and routers.

e Types of services include DHCP and DNS.
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o Client devices comprise end-user devices, servers, and smart things.

c) Ethernet and TCP/IP suites

Ethernet is a layer 2 data link protocol that is widely used with the TCP/IP protocol, which
resides at layers 3 and 4. To understand network communications, it is essential to learn about

the protocol layers (see OSI model below).

The IP layer 3 breaks apart the data being transmitted into variable length packets, known as
"Ethernet frames,” up to 1,500 bytes long. Each frame has a header containing source and

destination addresses and a trailer with error correction data.

d) TCP/IP Ensures Complete Delivery

Ethernet transmits the frames from one node to the next and only guarantees that if the frame
arrives, it arrived intact. If a frame goes missing, it is none the wiser. However, the TCP part of
TCP/IP ensures that the entire set of data has been delivered intact. For details about the
protocols, see data link protocol, CSMA/CD, TCP/IP-and Internet protocol

e) Network protocols

Network protocols are a set of rules, conventions, and data structures that dictate how devices
exchange data across networks. In other words, network protocols can be equated to languages
that two devices must understand for seamless communication of information, regardless of their

infrastructure and design disparities.

b. The OSI model: How network protocols work

To understand the nuances of network protocols, it's imperative to know about the Open Systems
Interconnection (OSI) model first. Considered the primary architectural model for internet
working communications, the majority of network protocols used today are structurally based on
the OSI model.

The OSI model splits the communication process between two network devices into 7 layers. A
task or group of tasks is assigned to each of these 7 layers. All the layers are self-contained, and
the tasks assigned to them can be executed independently.

To put this into context, here is a representation of the communication process between two

network devices following the OSI model:
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Figure 52: OSI Model

The seven layers in the OSI model can be divided into two groups: upper layers, including layers
7, 6, and 5, and lower layers, including layers 4, 3, 2, and 1. The upper layers deal with
application issues, and the lower layers deal with data transport issues.

Network protocols divide the communication process into discrete tasks across every layer of the
OSI model. One or more network protocols operate at each layer in the communication

exchange.
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Following are the detailed descriptions of the functioning of network protocols in each layer of

the OSI model:

Table 25:0SI network protocol functions

Layer 7: Application
network protocols

layer

Provides standard services such as virtual terminal, file, and

job transfer and operations.

Layer 6: Presentation layer

network protocols

Masks the differences in data formats between dissimilar
systems.
Encodes and decodes data, encrypts and decrypts data, and

compresses and decompresses data.

Layer 5: Session layer network *

protocols

Manages user sessions and dialogues.

Establishes and terminates sessions between users.

Manages end-to-end message delivery in networks.

Layer 4: Transport layer|, Renders reliablé and sequential packet delivery through error
network protocols recovery and flow control mechanisms.

e Routes packets according to unique network device
Layer 3: Network layer addresses.

e Renders flow and congestion control to prevent network
protocols

resource depletion.

Layer 2: Data link layer|’ Frames packets.

o Detects and corrects packet transmit errors.
network protocols

) . « Interfaces between network medium and devices.

Layer 1: Physical layer

network protocols

Defines optical, electrical, and mechanical characteristics.

c. TCP/IP model
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e The TCP/IP model was developed prior to the OSI model.

e The TCP/IP model is not exactly similar to the OSI model.

e The TCP/IP model consists of five layers: the application layer, transport layer, network
layer, data link layer and physical layer.

o The first four layers provide physical standards, network interface, internetworking, and
transport functions that correspond to the first four layers of the OSI model and these four
layers are represented in TCP/IP model by a single layer called the application layer.

e TCP/IP is a hierarchical protocol made up of interactive modules, and each of them provides
specific functionality.

Here, hierarchical means that each upper-layer protocol is supported by two or more lower-level

protocols.

Functions of TCP/IP layers:

Application
1 i NFS =
] Presentation SMTP FIP TELNET DNS SNMP TFTP
. RPC —
Session
Transport TCP UDP
ICMP IGMP
Network
etwor P
ARP EARP
Data link layer
Physical Layer

Figure 53: TCP/IP Layers
i.  Network Access Layer
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A network layer is the lowest layer of the TCP/IP model.

A network layer is the combination of the Physical layer and Data Link layer defined in the
OSI reference model.

It defines how the data should be sent physically through the network.

This layer is mainly responsible for the transmission of the data between two devices on the
same network.

The functions carried out by this layer are encapsulating the IP datagram into frames
transmitted by the network and mapping of IP addresses into physical addresses.

The protocols used by this layer are ethernet, token ring, FDDI, X.25, frame relay.
Internet Layer

An internet layer is the second layer of the TCP/IP model.
An internet layer is also known as the network layer.
The main responsibility of the internet layer is to,send the packets from any network, and

they arrive at the destination irrespective of the route they take.

Following are the protocols used in this layer:

IP Protocol: IP protocol is used in this layer, and it is the most significant part of the entire
TCP/IP suite.

Following are the responsibilities of this protocol:

IP Addressing: This protocol implements logical host addresses known as IP addresses. The
IP addresses are used by the internet and higher layers to identify the device and to provide
internetwork routing.

Host-to-host communication: It determines the path through which the data is to be
transmitted.

Data Encapsulation and Formatting: An IP protocol accepts the data from the transport
layer protocol. An IP protocol ensures that the data is sent and received securely, it

encapsulates the data into message known as IP datagram.
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Fragmentation and Reassembly: The limit imposed on the size of the IP datagram by data
link layer protocol is known as Maximum Transmission unit (MTU). If the size of IP
datagram is greater than the MTU unit, then the IP protocol splits the datagram into smaller
units so that they can travel over the local network. Fragmentation can be done by the sender
or intermediate router. At the receiver side, all the fragments are reassembled to form an
original message.

Routing: When IP datagram is sent over the same local network such as LAN, MAN, WAN,
it is known as direct delivery. When source and destination are on the distant network, then
the IP datagram is sent indirectly. This can be accomplished by routing the IP datagram

through various devices such as routers.

ARP Protocol

ARP stands for Address Resolution Protocol.
ARP is a network layer protocol which is used to. find the physical address from the IP
address.
The two terms are mainly associated with;the ARP Protocol:
o ARP request: When a sender wants to know the physical address of the device, it
broadcasts the ARP request to the network.
o ARP reply: Every device attached to the network will accept the ARP request and
process the request, but only recipient recognize the IP address and sends back its
physical address in the form of ARP reply. The recipient adds the physical address

both to its cache memory and to the datagram header

ICMP Protocol

ICMP stands for Internet Control Message Protocol.

It is a mechanism used by the hosts or routers to send notifications regarding datagram
problems back to the sender.

A datagram travels from router-to-router until it reaches its destination. If a router is unable

to route the data because of some unusual conditions such as disabled links, a device is on
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fire or network congestion, then the ICMP protocol is used to inform the sender that the
datagram is undeliverable.
An ICMP protocol mainly uses two terms:

o ICMP Test: ICMP Test is used to test whether the destination is reachable or not.

o ICMP Reply: ICMP Reply is used to check whether the destination device is

responding or not.

The core responsibility of the ICMP protocol is to report the problems, not correct them. The
responsibility of the correction lies with the sender.
ICMP can send the messages only to the source, but not to the intermediate routers because
the IP datagram carries the addresses of the source and destination but not of the router that it

IS passed to.

Transport Layer

The transport layer is responsible for the reliability, flow control, and correction of data which is

being sent over the network.

The two protocols used in the transport layer-are User Datagram protocol and Transmission

control protocol.

User Datagram Protocol (UDP)

o It provides connectionless service and end-to-end delivery of transmission.

o ltisan unreliable protocol as it discovers the errors but not specify the error.

o User Datagram Protocol discovers the error, and ICMP protocol reports the error to
the sender that user datagram has been damaged.

o UDP consists of the following fields:
Source port address: The source port address is the address of the application
program that has created the message.
Destination port address: The destination port address is the address of the
application program that receives the message.
Total length: It defines the total number of bytes of the user datagram in bytes.
Checksum: The checksum is a 16-bit field used in error detection.
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o UDP does not specify which packet is lost. UDP contains only checksum; it does not

contain any ID of a data segment.

. Variable R
8 bytes
-
Header Data

Header Format

Source port |Destination port
address 16 bits | address 16 bits

Total length 16 ~ Checksum
bits 16 bits

Figure 54: User Datagram protocol

« Transmission Control Protocol (TCP)

o It provides a full transport layer senvices to applications.

o It creates a virtual circuit between the sender and receiver, and it is active for the
duration of the transmission.

o TCP is a reliable protocol as it detects the error and retransmits the damaged frames.
Therefore, it ensures all the segments must be received and acknowledged before the
transmission is considered to be completed and a virtual circuit is discarded.

o At the sending end, TCP divides the whole message into smaller units known as
segment, and each segment contains a sequence number which is required for
reordering the frames to form an original message.

o At the receiving end, TCP collects all the segments and reorders them based on

sequence numbers.
iv.  Application Layer
« An application layer is the topmost layer in the TCP/IP model.

« ltisresponsible for handling high-level protocols, issues of representation.
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This layer allows the user to interact with the application.

When one application layer protocol wants to communicate with another application layer, it
forwards its data to the transport layer.

There is an ambiguity occurs in the application layer. Every application cannot be placed
inside the application layer except those who interact with the communication system. For
example: text editor cannot be considered in application layer while web browser using
HTTP protocol to interact with the network where HTTP protocol is an application layer

protocol.

Following are the main protocols used in the application layer:

f)

HTTP: HTTP stands for Hypertext transfer protocol. This protocol allows us to access the
data over the World Wide Web. It transfers the data in the form of plain text, audio, video. It
is known as a Hypertext transfer protocol as it has the efficiency to use in a hypertext
environment where there are rapid jumps from one document to another.

SNMP: SNMP stands for Simple Network Management Protocol. It is a framework used for
managing the devices on the internet by using the TCP/IP protocol suite.

SMTP: SMTP stands for Simple mail transfer protocol. The TCP/IP protocol that supports
the e-mail is known as a Simple mail transfer protocol. This protocol is used to send the data
to another e-mail address.

DNS: DNS stands for Domain Name System. An IP address is used to identify the
connection of a host to the internet uniquely. But, people prefer to use the names instead of
addresses. Therefore, the system that maps the name to the address is known as Domain
Name System.

TELNET: It is an abbreviation for Terminal Network. It establishes the connection between
the local computer and remote computer in such a way that the local terminal appears to be a
terminal at the remote system.

FTP: FTP stands for File Transfer Protocol. FTP is a standard internet protocol used for

transmitting the files from one computer to another computer.

Network Operating System
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An operating system (OS) is basically a collection of software that manages computer hardware
resources and provides common services for computer programs. Operating system is a crucial

component of the system software in a computer system.
Network Operating System is one of the important type of operating system.

Network Operating System runs on a server and gives the server the capability to manage data,
users, groups, security, applications, and other networking functions. The basic purpose of the
network operating system is to allow shared file and printer access among multiple computers in

a network, typically a local area network (LAN), a private network or to other networks.
Types of network operating systems

There are two basic types of network operating systems, the peer-to-peer NOS and
the client/server NOS:

1. Peer-to-peer network operating systems allow users to share network resources saved in a
common, accessible network location. In this architecture, all devices are treated equally in
terms of functionality. Peer-to-peer usually works best for small to medium LANSs and is
cheaper to set up.

2. Client/server network operating systems provide users with access to resources through a
server. In this architecture, all functions and applications are unified under one file server that
can be used to execute individual client actions regardless of physical location. Client/server
tends to be most expensive to implement and requires a large amount of technical
maintenance. An advantage to the client/server model is that the network is controlled

centrally, makes changes or additions to technology easier to incorporate.
Common features of network operating systems

Features of network operating systems are typically associated with user administration, system

maintenance and resource management functionality. This includes:
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« Basic support for operating systems like protocol and processor support, hardware detection
and multiprocessing.

e Printer and application sharing.

e Common file system and database sharing.

o Network security capabilities such as user authentication and access control Directory

o Backup and web services.

e Internetworking.
Examples of network operating systems

True network operating systems are categorized as software that enhances the functionality of
operating systems by providing added network features. A few examples of these network

operating systems and their service providers are:

o Artisoft’s LANtastic- This is a simple, user-friendly NOS that supports most PC operating
systems.

« Banyan’s VINES- This uses a client-server-architecture to request specific functions and
Services.

e Novell’s NetWare- This was the first network operating system to be released and is
designed based on XNS protocol architecture.

e Microsoft’s LAN Manager- This operates as a server application and was developed to run
under the Microsoft OS. Now, most of the functionality of LAN Manager is included in the
Windows OS itself.

In addition, some multi-purpose operating systems, such asWindows NT and
Digital's OpenVMS come with capabilities that enable them to be described as a network
operating system. Further, the most popular operating systems
like Windows, UNIX, Linux and Mac include built-in networking functions that may not require

additional network services.

2.2.3.4 Learning Activities
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e The trainee should visit the nearest server room and identify the network operating system

running on the various servers.

e In the visit above, the trainee should determine the various resources running on the server, if

any. The trainee will also determine if there are more resources that can be included, giving

reasons for each.

Special instructions

The trainee can be exposed to both Windows and LINUX environments.

2.2.3.5 Self-Assessment

1.

What are Network protocols?

[llustrate how network protocols work using the OSI model.

2
3. What is ARP and which two terms are associated with this protocol?
4.
5

What is a Network Operating System?

Illustrate some examples of network operating systems

2.2.3.6 Tools, Equipment, Supplies and Materials

Tools

1.
2.

Network tool kit
Signal testers

Equipment

Computer
Cables

Switches
Routers/modem
Bridges
Repeaters

Fibre modules
Antistatic gloves
Ports

RJ45
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e NIC

e Gateways

e Microwave dishes
Materials and supplies
Consumables for maintaining Network including:
e RJ45

e Fibre Modules

e Cables

Replacement parts including:
e Points

e Switches

e Routers

e NIC

e Modem

e Cables

Cleaning materials;

Hand cleaner.

2.2.3.7 References
1. Pelle, 1., Lévai, T., Németh, F., & Gulyas, A. (2015, June). One tool to rule them all: A
modular troubleshooting framework for sdn (and other) networks. In Proceedings of the 1st
ACM SIGCOMM Symposium on Software Defined Networking Research (pp. 1-7).
2. Chen, C. W. (2005). U.S. Patent Application No. 10/776,527.
3. Kessler, G., & Shepard, S. (1994). RFC1739: A Primer On Internet and TCP/IP Tools.

2.2.3.8 Model Answers to Self -Assessment

What are Network protocols?

Network protocols are a set of rules, conventions, and data structures that dictate how devices
exchange data across networks.

Illustrate how network protocols work using the OSI model.
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The OSI model splits the communication process between two network devices into 7 layers. A
task or group of tasks is assigned to each of these 7 layers. All the layers are self-contained, and
the tasks assigned to them can be executed independently.

What is ARP and which two terms are associated with this protocol?

ARP stands for Address Resolution Protocol. ARP is a network layer protocol which is used to

find the physical address from the IP address.

The two terms are mainly associated with the ARP Protocol:

e ARP request: When a sender wants to know the physical address of the device, it broadcasts
the ARP request to the network.

e ARP reply: Every device attached to the network will accept the ARP request and process
the request, but only recipient recognize the IP address and sends back its physical address
in the form of ARP reply. The recipient adds the physical address both to its cache memory
and to the datagram header

What is a Network Operating System?

A network Operating system is one of the important type of operating system. Network Operating

System runs on a server and gives the server:the capability to manage data, users, groups,

security, applications, and other networking functions. The basic purpose of the network

operating system is to allow shared file and printer access among multiple computers in a

network, typically a local area network (LAN), a private network or to other networks.

Illustrate some examples of network operating systems

True network operating systems are categorized as software that enhances the functionality of

operating systems by providing added network features. A few examples of these network

operating systems and their service providers are:

e Artisoft’s LANtastic- This is a simple, user-friendly NOS that supports most
PC operating systems.

e Banyan’s VINES- This uses a client-server architecture to request specific
functions and services.

e Novell’s NetWare- This was the first network operating system to be released

and is designed based on XNS protocol architecture.
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e Microsoft’s LAN Manager- This operates as a server application and was
developed to run under the Microsoft OS. Now, most of the functionality of
LAN Manager is included in the Windows OS itself
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2.2.4 Learning Outcome 4: Configure LAN Network Types

2.2.4.1 Introduction to the learning outcome

This learning outcome covers the procedures to assemble prerequisite components and medium,
connecting to establish the network, configuring individual network components, and
configuring network protocols.

2.2.4.2.1 Performance Standard

2.2.4.2.2 Devices for LAN network configuration are identified.

2.2.4.2.3 Connection of the devices in LAN is done.

2.2.4.2.4 Configuration of the LAN network is done.

2.2.4.3 Information Sheet
How to setup and configure a Local Area Network
A LAN (Local Area Network), allows connected computers and devices to talk to each other
and access the internet. They are smaller networks; usually within an office base. LAN is used to
connect computing resources, typically inside-one building. The computing resources can be
computers, printers, servers, IP phones, or routers. Connections between the workstations are
physical, with cables, and all the office resources are shared and distributed between the network
workstations. The most common type of LAN is that of Ethernet. This is a family of frame-based

computer networking technologies for LANSs.

What You Need While Setting up LAN Network
While setting up a Local Area Network, you will need a cable router, Crossover Ethernet cables,

Ethernet cables, Ethernet switch, and Network interfaces.
Determining Your Network Needs

When setting up a LAN, you'll need to know how many computers will be connecting to the

network via Ethernet. This will determine the number of ports you'll need.
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1. If you have four or less computers that you need to hardwire, you'll just need a router. If you
have more than four, you'll likely need to get a switch to extend the number of ports available
on your router.

2. If you want to allow devices to connect wirelessly, you'll need a router that can broadcast a
wireless network. Most routers you'll find at the store or online have wireless capabilities.
Network switches do not allow wireless devices to connect, and can only be used for
hardwired LANS or to extend the number of ports available to the router.

3. If you want all of the connected devices to have access to the internet, you'll need a router to
handle the connections. If you don't need the devices to have a network connection, you can
just use a network switch.

4. Measure the distances for all hardwired devices. This isn't much of an issue in most homes,
but network cables cannot run longer than 100m (328 ft). If you have to run cable farther

than this, you'll need switches in between.
Gather your network hardware.

To create a LAN, you'll need a router or switch;;which will act as the hub of your network. These

devices route information to the correct computers.

1. A router will automatically handle assigning IP addresses to each device on the network, and
is necessary if you intend to share your internet connection with all the connected devices. It
is highly recommended that you build your network with a router, even if you're not sharing
an internet connection.

2. A network switch is like a simpler version of a router. It will allow connected devices to talk
to each other, but will not automatically assign IP addresses and will not share an internet
connection. Switches are best used to expand the number of LAN ports available on the
network, as they can be connected to the router.

Set up your router.

You don't need to do much to set up a router for a basic LAN. Just plug it into a power source,

preferably close to your modem if you plan on sharing the internet connection through it.
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Connect your modem to your router (if necessary).

If you're sharing the internet connection from your modem, connect the modem to the
WAN/INTERNET port on the router. This is usually a different color from the other ports.

Connect your switch to your router (if necessary).

If you're using a switch to expand the number of ports available on the router, plug an Ethernet
cable into any LAN port on the router and any LAN port on the switch. This will expand the
network to the rest of the LAN ports on the switch.

Figure 55: Connect switch

Setup one PC as a DHCP server if you're just using a switch.
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If you're only using a switch as your network hub, setting up one computer as a DHCP (Dynamic

Host Configuration Protocol) server will allow all of the connected computers to easily obtain IP

addresses.

e You can quickly create a DHCP server on one of your computers by installing a third-party
utility.

e The rest of the computers on the network will obtain IP addresses automatically once the

server is running, as long as they are set to do so.

Verify the network connection on each computer.
After each computer obtains an IP address, they'll be able to talk to each other on the network. If
you're using a router to share your internet connection, each computer will be able to access the

internet.

ome or Work (current profile) - G

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What is network discovery?

@ Turn on network discovery
© Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

© Turn on file and printer sharing |
T TUN OIT HIE dna prneer saanng

Public folder sharing -

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

@ Turn on sharing so anyone with network access can read and write files in the Public folder

@) Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Figure 56: Verify network connection
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Set up file and printer sharing.

Once your network is up, you won't see anything on other computers unless that computer has
shared files. You can designate files, folders, drives, printers, and other devices as shared so that

anyone on the network, or just specific users, can access them.

Creating a Wireless Network

Set up your router.

When you're setting up a wireless router, you'll need to keep a few things in mind:

o For easy troubleshooting, the router should usually be placed close to your modem.
e It should be located centrally to allow for maximum wireless coverage.

« You'll need to connect a computer to the router via Ethernet during the setup process.

Plug a computer into one of the router's LAN ports.

You'll be using your computer's web browser to configure the router's wireless network

Open a web browser on your computer.

You can use any web browser.

Type in the router's IP address.

You can typically find this printed on the bottom of the router, or in your router's documentation.

If you can't find it, there are a couple things you can try:

e Windows - Right-click the Network button in the System Tray — click Open Network and
Sharing Center — click the Ethernet link — click Details — find the Default Gateway entry
for your router's IP address.

e Mac - Click the Apple menu and select System Preferences — click Network — click your

Ethernet connection — find the Router entry for your router's IP address.
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| 192.168.0.1

Figure 57: Router IP address

Log in with the administrator account.
You'll be prompted for the login information for your router. The default login information
varies depending on your router model, but the username is often "admin™ and the password is

00@
X
e You can look up your router model at http}ilfbortforward.com/router-password/ to find the
S

often "admin," "password," or blank.

default login information. e
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technicolor

P T«
R

Login

Login : Please enter username and password to login

Username ladmin

Password |eeess

Login

Figure 58: Login to router

Open the Wireless section of the router settings.

The exact location and wording of this section varies from router to router.
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Figure 59: wireless router setup

Change the name of your network in the SSID field.
This may also be called "Network name." This is the name that appears in the list of available
wireless networks
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Figure 60: wireless router security settings 0@

&

N
TR\ . .

Select WPA2-Personal as the Authentlcatlo,gﬁr Security option.

This is the most secure option currently avai%ble on most routers. Avoid WPA and WEP except

when explicitly required by older, incompatible devices.

Figure 61: Wireless router key setup
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Create a strong password.

This password will be required in order to connect to the network. The field may be labeled "Pre-
Shared Key."

Figure 62: Router configuration

Ensure the wireless network is enabled.

Depending on the router, you may have to check a box or click a button at the top of the Wireless
menu to enable the wireless network.
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Figure 63: Router authentication

Click the Save or Apply button.
This will save the changes to your router.
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/ﬂ > EResidential Gateway Cor X \ iy

& o X 0O l@ Not secure | 192.168.0.1/wlanPrimaryNetwork.asp

technicolor

Status - Network - Firewall - Parental Control

Wireless

Radio

802.11 Primary Network : This page
» Primary Network

Access Control

Figure 64: wireless router settings

Wait while your router restarts.

It may take a minute for the router and network to come back online
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Matthiu
MuHan

Standard

Wireless Network Connection

Khaleesi

Open Network and Sharing Center

Figure 65: connect to wireless router

Connect to the wireless network on your wireless devices.

Once the network is back up, it will appear on the available network list on any wireless devices
in range. When connecting to the network, users V\(-'glf(\be prompted to enter the password you
created. \Aé\‘

. 9 . .
« Computers connected to the router via EtHernet will not require a password.

2.2.4.4 Learning Activities
The trainee is required to set up one computer as a DHCP (Dynamic Host Configuration
Protocol) server and configure all of the connected computers to obtain IP addresses.
Setup a wireless network using a router.
Special instructions
Use a switch as your network hub, the rest of the computers on the network will obtain IP

addresses automatically once the server is running, as long as they are set to do so.

2.2.4.5 Self-Assessment
1. What do you Need While Setting up LAN Network?
2. To create a LAN, why do you need a router or switch?

3. How do you Setup one PC as a DHCP server if you're just using a switch.
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4. When you're setting up a wireless router, what are the three things you'll need to keep in
mind?

5. Why is it necessary to select WPA2-Personal as the Authentication or Security option?

2.2.4.6 Tools, Equipment, Supplies and Materials

Tools

1. Network tool kit

2. Signal testers

Equipment

e Computer

e Cables

e Switches

e Routers/modem

e Bridges

e Repeaters

e Fibre modules

e Antistatic gloves

e Ports

e RJ45

e NIC

o Gateways

e Microwave dishes

Materials and supplies

Consumables for maintaining Network including:
e RJ45

e Fibre Modules

e Cables

Replacement parts including:

e Points
e Switches
e Routers
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e NIC
e Modem
e Cables
Cleaning materials;
Hand cleaner.

2.2.4.7 References
1. Brooks, R. R. (2014). Introduction to computer and network security: navigating shades of
gray. Boca Raton ; London: CRC Press, Taylor & Francis Group.
2. Haeder, A. (2004). Conducting the Network Administrator Job Interview: IT Manager Guide
with Cisco CCNA Interview Questions (Vol. 4). Rampant TechPress.
3. Pelle, I., Lévai, T., Németh, F., & Gulyas, A. (2015, June). One tool to rule them all: A
modular troubleshooting framework for sdn (and other) networks. In Proceedings of the 1st
ACM SIGCOMM Symposium on Software Defined Networking Research.
4.https://www.tutorialspoint.com/microwave_engineering/microwave_engineering_components.
htm

5. https://en.wikipedia.org/wiki/Wireless network#Underlying technology

6. https://www.tutorialspoint.com/Wireless-Networks

2.2.4.8 Model answers to self-assessment
What do you Need While Setting up LAN Network?

While setting up a Local Area Network, you will need a cable router, Crossover Ethernet cables,

Ethernet cables, Ethernet switch, and Network interfaces.
To create a LAN, why do you need a router or switch?

e A router will automatically handle assigning IP addresses to each device on the network,
and is necessary if you intend to share your internet connection with all the connected
devices. It is highly recommended that you build your network with a router, even if

you're not sharing an internet connection.

e A network switch is like a simpler version of a router. It will allow connected devices to
talk to each other, but will not automatically assign IP addresses and will not share an
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internet connection. Switches are best used to expand the number of LAN ports available

on the network, as they can be connected to the router
How do you Setup one PC as a DHCP server if you're just using a switch.

If you're only using a switch as your network hub, setting up one computer as a DHCP (Dynamic
Host Configuration Protocol) server will allow all of the connected computers to easily obtain IP

addresses.

e You can quickly create a DHCP server on one of your computers by installing a third-party

utility.

e The rest of the computers on the network will obtain IP addresses automatically once the

server is running, as long as they are set to do so.

When you're setting up a wireless router, what are the three things you'll need to keep in

mind?

e For easy troubleshooting, the router shouid usually be placed close to your modem.

e It should be located centrally to aliow for maximum wireless coverage.

e You'll need to connect a computer to the router via Ethernet during the setup process.
Why is it necessary to select WPA2-Personal as the Authentication or Security option?

This is the most secure option currently available on most routers. Avoid WPA and WEP except

when explicitly required by older, incompatible devices
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2.2.5 Learning Outcome 5: Perform Network Testing

2.2.5.1 Introduction to the learning outcome

This learning outcome covers outline of a network test plan, demonstration of network
testing tools, testing network components, entire network testing, and generating a network
test report.

2.2.5.2 Performance Standard
2.2.5.2.1 Testing tools are assembled
2.2.5.2.2 Network components are tested
2.2.5.2.3 Testing of connectivity medium between components is done
2.2.5.2.4 Network testing is done
2.2.5.2.5 Testing report is generated

2.2.5.3 Information Sheet
a) Creating a Network Test Plan
To prepare a plan to test the network. The plan defines the scope, approach, criteria, schedule,

responsibilities, resources, and procedures.

i.  Define Objectives
Define the objectives of the test by identifying the areas of the network to be tested including:

e Volume Testing. Ensures that the network operates smoothly when subjected to production
volumes of data over long periods of time.
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e Stress Testing. Ensures that the network operates smoothly when subjected to the maximum
load expected in production, all at one time. A good rule of thumb is to subject the network
to 25 percent more data and processing than is expected during peak loads.

e Recovery Testing. Ensures that backup and recovery procedures are working properly.

e Security Testing. Verifies that the network meets the security requirements.

e Performance Testing. Verifies that performance criteria are met (e.g., response times).

ii.  Define Acceptance Criteria
For each test objective, define the criteria for successful completion. For example:
o All expected results are achieved on the initial run.
e All severe, and high priority faults are corrected and the associated test(s) rerun successfully.
e A documented plan is put in place specifying how and when outstanding low and medium

priority faults will be resolved.

iii.  Define Schedule

Identify the high-level activities and tasks together with expected start and completion dates.

iv.  Define Responsibilities

Identify the individuals who will be involved in the test and their roles and responsibilities.

v.  Define Resources
Identify the staff, hardware, and software requirements. Confirm that the Network Deployment

Plan has accounted for these requirements and resolve any differences.

vi.  Define Procedures
Define the procedures to be followed in preparing the test cases, preparing test scripts, preparing

the test environment, conducting tests, and verifying test results.

vii.  Tips and Hints

Document any assumptions made while preparing the plan.
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Plan to use automated test tools wherever possible to significantly reduce the testing effort and
duration. Automated test tools can be used to generate and apply an adequate number of

transactions to facilitate stress and performance testing.

b) Network Performance Testing Tools

Whenever you suspect something wrong with the performance of a network, your best course of
action is to run some tests to confirm that there is indeed an issue and also to help you locate it
and, eventually, fix it. There are many network performance testing tools available. So many that

picking the one that is the best fit for your specific need can turn out to be a hefty challenge.

c) What is network performance?

Network performance refers to measures of service quality of a network as seen by the
customer”. There are three essential elements to that definition. The first is the measures part. It
established clearly that network performance is something one has to measure. The next
important bit is the service quality of a network. Sérvice quality is a generic concept but, as
you’ll see, a few specific metrics are associated:with it. The last important part is the customer.
We’re not interested in network performance as a theoretical thing. What we need to measure is
the true user experience.

Several different factors affect perceived network performance and are generally considered
important. The first two are bandwidth and throughput but there is often some confusion between
these two terms. Bandwidth refers to the carrying capacity of a network. As an analogy, think of
it as the number of lanes in a highway. Throughput, on the other hand, refers to the actual usage
of the available bandwidth. To keep our previous analogy, a four-lane highway has a bandwidth
of 4 000 vehicles per hour but its current throughput could be only 400 vehicles per hours or
10% of its capacity.

Latency, delay, and jitter are more factor affecting the perceived performance of networks.
Latency refers to the time data takes to travel from source to destination. It is mainly a function
of the signal’s travel time and processing time at any nodes it traverses. It is a physical limitation
that cannot be reduced. Delay, on the other hand, can sometimes be improved. It has to do with
the time it takes for networking equipment to process, queue, and forward data. Faster, more

powerful equipment will generally add less delay to the transmission. As for jitter, it refers to the
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variation in packet delay at the receiving end of the conversation. Real-time or near-real-time
traffic is particularly affected by it as it can cause data packets to arrive out of sequence. In the
case of voice over IP, for example, this could result in unintelligible speech.

Many other factors can also affect network performance. The error rate is one of them. It refers

to the number of corrupted bits expressed as a percentage or fraction of the total sent.

d) Testing the Network

How does one go about measuring performance from a true user’s perspective? Well, there is, of
course, the possibility of having real users running tests but this can tend to be rather impractical.
The next best thing is using a network performance testing system that uses probes deployed at
strategic location throughout your network and that can run actual simulation tests between each
other to measure true performance using specific types of traffic. This, however, can also tend to
be impractical as it requires some preliminary setup. It won’t be of much assistance to help
troubleshoot a sudden issue.

In these cases, what you need is a quick and dirty selution. A simple application that you can
quickly deploy or install at either end of the segment you need to test and that will let you

manually configure and run simulation tests.

e) Testing vs monitoring

Another important distinction to be made is the one between performance monitoring and
performance testing. These are two similar concepts but there are a few differences. The basic
idea is the same: simulating real user traffic and measuring the actual performance of the
network. Where it differs is in how and when it is done. Monitoring systems run constantly and
perform recurring tests between preconfigured locations and using predefined simulation models.
A dashboard will typically be available to display the latest test results and reports can often be
generated for various purposes.

Testing is different in that it is typically an ad-hoc process that is run manually whenever a
problem is reported or suspected. Tests are also typically run between two specific points on the
network where one suspects a problem is. The test will often help identify and pinpoint the

problem.
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f) Network testing tools
i. Clamp Meter
A clamp meter is an electrical test tool that combines a basic digital multimeter with a current
sensor.
Clamps measure current. Probes measure voltage. Having a hinged jaw integrated into an
electrical meter allows technicians to clamp the jaws around a wire, cable or other conductor at
any point in an electrical system, then measure current in that circuit without
disconnecting/deenergizing it.
Beneath their plastic moldings, hard jaws consist of ferrite iron and are engineered to detect,
concentrate and measure the magnetic field being generated by current as it flows through a
conductor.
ii.  Voltmeter
A voltmeter is an instrument used for measuring electric potential difference between two points
in an electric circuit. Analog voltmeters move a pointer across a scale in proportion to the
voltage of the circuit; digital voltmeters give a numerical display of voltage by use of an analog-
to-digital converter.
iii.  Cable Tester/ Signal Tester
A cable tester is a device used to test the strength and connectivity of a particular type of cable or
other wired assemblies. There are many different types of cable testers. Each of them can test a
specific type of cable or wire (some may be able to test different types of cables or wires). A
cable tester can test whether a cable or wire is set up properly, connected correctly, and the

signal strength between the source and destination.

g) Some network performance network utilities

1. SolarWinds WAN Killer (Part Of The Engineer’s Toolset)

SolarWinds is a common name in the field of network administration. The company is famous
for making some of the best network administration tools on the market. Its flagship product, the
Network Performance Monitor is generally recognized as one of the best network bandwidth
monitoring tools available. And as if it wasn’t enough, SolarWinds has also gifted us with
several free tools, each addressing a specific need of network administrators. Such tools include

the famous SolarWinds TFTP Server and the Advanced Subnet Calculator.
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Although it’s not a network performance testing tool per se, the WAN Killer Network Traffic
Generator can be very useful in combination with other tools. Its sole purpose is generating
network traffic. It allows administrators to use other performance testing tools for testing
performance under high traffic situations, something that not many tools do by themselves.

The tool, which is part of the SolarWinds Engineer’s Toolset, will let you easily set the IP
address and hostname you want to send the random traffic to. It will also let you specify
parameters such as port numbers, packet size, and percentage of bandwidth to use. It can even let
you modify the Differentiated Services Code Point (DSCP) and Explicit Congest Notification
(ECN) settings.

@ WAN Killer

4| Print Preview... ™= Print... @ Help...

Target Hostname or IP Address
10.195.10.1

Port

17730 - Solarwinds VWAN Killer

Do not send packets if host does not retum ICMP echos

Source Port...

Packet Size
<

Generate data equivalent to x% of Circuit Bandwidth
£

3525 packet(s) per second

Preparing to send 3,525 pps [UDP] from 0.0.0.0:0ta 1015510 1:17750 with a packet size of 50 bytes

Figure 66 An official download link has been provided below

Protocol
UDP w

Bandwidth
1000 w| 1 Mbps

QoS Settings...

141%

Start

e Official download link: https://www.solarwinds.com/engineers-toolset/reqgistration

This tool’s primary use is for tasks such as testing traffic prioritization and load balancing. You
can also use it to make sure that your network is correctly set up and that huge amounts of
unimportant traffic—as generated by this tool—won’t have adverse effect critical traffic. The

level of fine-tuning the tool allows will let you simulate almost any type of situation.

187


https://www.addictivetips.com/go/solarwinds-engineers-toolset-free-trial/

The SolarwWinds WAN Killer Network Traffic Generator is part of the Engineer’s Toolset, a
bundle of over 60 different tools. The toolset includes a mix of the most important free tools
from SolarWinds combined with many exclusive tools that you won’t find elsewhere. And most
of the included tools are integrated into a common dashboard from where they can be easily

accessed.

Other Components Of The SolarWinds Engineer’s Toolset

The SolarWinds Engineer’s Toolset includes several dedicated troubleshooting tools. Tools
like Ping Sweep, DNS Analyzer and TraceRoute can be used to perform network diagnostics and
help resolve complex network issues quickly. For the security-oriented administrators, some of

the toolset’s tools can be used to simulate attacks and help identify vulnerabilities.

All Tools
My Tools Recent Tools
A Trace Route TOOL LAST USED
Used to analyze the performance and latency of each hop across a & ¢PU Monitor 80 minutes ago
communication path
» Learn more -
] ) Interface Monitor Yesterday at 1:42 PM
[—m Interface Manitor & Trace Route Vesterday at 12:24 PM
Manitors interface statistics in real time
» Learn more Memory Monitor 3123£2017 1114 AM
CPU Monitor @ Response Time Monitor 3/22/2017 6:54 AM

Monitors CPU load on multiple devices in real time
» Learn more

Memory Monitor

Monitors memory utilization in real time
» Learn more

Response Time Monitor

Monitors the availability of multiple devices in real time
» Learn more

Figure 67: Solarwinds toolset

The toolset also features some excellent monitoring and alerting capabilities. Some of its tools
will monitor your devices and raise alerts for availability or health issues. And finally, you can
use some of the included tools for configuration management and log consolidation.

Here’s a list of some of the other tools you’ll find in the SolarWinds Engineer’s Toolset:
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o Port Scanner

e Switch Port Mapper

e SNMP sweep

e IP Network Browser

« MAC Address Discovery

e Ping Sweep

e Response Time Monitor

e CPU Monitor

e Memory Monitor

« Interface Monitor

o TraceRoute

e Router Password Decryption

e SNMP Brute Force Attack

e SNMP Dictionary Attack

« Config Compare, Downloader, Uploader, and Editor
e SNMP trap editor and SNMP trap receiver
e Subnet Calculator

o DHCP Scope Monitor

e DNS Structure Analyzer

e DNS Audit

e IP Address Management

2. LAN Speed Test

LAN Speed Test from TotuSoft is a simple but powerful tool for measuring file transfer, hard

drive, USB Drive, and network speeds. All you need to do is pick a destination on the server
where you want to test the WAN connection. The tool will then build a file in memory and
transfer it both ways while measuring the time it takes. It then does all the calculations for you

and gives you an evaluation of the transfer’s performance.
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[ ] [ LAN Speed Test

A8 o & KR = @

Home Results Details View Log Options Network Scan Help
Computer Name: Pete's MacBook Pro
MAC:  F4:5C:89:8C:FA4:E3 3 Port:

O P va: 192.168.0.87 Qce: | 2456

Testing to LAN Speed Test Server Test Write Test Read

LST Server IP: 192.168.0.43 . X
Packet Size (min): Auto
Seconds (1-3600) & (Approximate Write Time)

Packets (1-1000) 10

Log Notes: Testing for 6 seconds

Figure 68: LAN Speed Test

You can also choose a computer running the LAN Speed Test Server instead of a shared folder
as a destination. This effectively takes disk access component out of the equation, giving you a
true measure of the network’s performance. The tool is initially set up in its Lite, feature-limited
version. To access the advanced features of the standard version, you must purchase a license
which is available for only ten dollars, with quantity discounts available. The tool is portable and

will run on any Windows version since Windows 2000.

3. LAN Bench

Despite the fact that its developer’s site no longer exists, LAN Bench from Zack Saw is still
readily available for download from several software download websites. It is a free and portable
TCP network benchmarking utility. The tool is based on Winsock 2.2, a rather old framework

but one with minimal CPU usage. That way, you can be reasonably sure that poor CPU

190



performance won’t come and pollute your network performance test results. All the tool does is

test the network performance between two computers but what it does, it does well.

@ LaMNBench v1.0.0

File Help
Server
Stop Listening @ Port 8993

Tester (Client)

Remaining: &s

Performance:

Current: Send: 1,442,840, 58 Kbits/s
Recy: 1,511, 703.99 Kbits/s

Average: Send: 1,432,974.61 Khits/s
Recv: 1,492,281, 29 Kbits/s

Figure 69: LAN Bench

You’ll need to run LAN Bench on two computers, at either end of the network segment you
want to test. One instance runs as the server-and the other one is the client. The server-side
requires no configuration. All you need to do is click the Listen button. The tool’s testing
configuration is all done on the client side, before starting the test. You will need to specify the
server’s IP address and you can adjust several testing parameters such as the total duration of the

test, the packet size used for testing, as well as the connection and transfer mode.

4. NetlO & NetlO-GUI

NetlO-GUI is actually a free front end for the multi-platform command line utility NetlO.

Together, they form a very potent performance testing tool. It can be used to measures ICMP
response times as well as network transfer speeds for different packet sizes and protocols. All the
results are stored in an SQLite database and can easily be compared. This Windows tool is
available either as an installable software or as a portable tool.
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J NetlO-GUIv1.0.3 (portable mode) [ B (=

Eile  Extras  Help

Mode Settings

—— @ Client-Mode Protocol a TCP
al ' Server-Mode ~ UDFR
= Units Kilobytes/Sec -

Remote Peer For 18767

IP-Adress  [192 168 .178 . 39 Tests Ping NetlO

15216817831
| St measure 192.168.56.1

Results MetlD [KBytes/s] Results Fing [ms]

Packetsize  TH(T) R} Packetsize  Roundtrip time

1k 1133.76 111557 Y] 44

Py 112269 1140.99 Gdh 43

4k 1136.96 1156.19 1280 43

gk 1142 92 1161.09 256b 46

16k 114375 1155.47 h12b 32

32k 1163.04 1135.41 1024b 44

] 1140 52 114479 & A2

Measurement finished, | IP(s): 19216817831, 192.165(...) | DBE: MetlO-GULsqglite

Figure 70: NetlO-GUI

In order to run tests, you need two instances of the tool, one at either end. One side will run in
client mode while the other will run in server mode. Using it is rather simple, once you have it
running at both ends, you click the start button on the server (typically running at the far end)
and, on the client, you simply enter the server’s IP address and pick the protocol (TCP or UDP)
that you want to use to run the test. You start the test and let NetlO test the connectivity using

various packet sizes before it returns the test results.

5. NetStress
Initially created as an internal tool by Nuts About Nets, NetStress has since started being offered
to the public. It is yet another free and simple network benchmarking tool. Like most other

similar products, you’ll have to run the tool on two computers at either end of the network that
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you need to test. It is somewhat easier to use than other tools because it can automatically find

the receiver IP address.

. NetStress :: Network Benchmarking Tool =1 x|
LnkFile = Seftings - Start Stop Lacal IP: 192.168.178.66 Remote Receiver IP. . booo =) Clear 5 Help ~

£

Total (TCP + UDP) Throughput Measurements Averages & Standard Deviatio
[KByh nd]

Total (TCP + UDP) TCP-only UDP-orly Tatalk 1659 Keps [+/- 44011]

Transmitter

TCP: 1659 KBps [+/- 44011
UDP: 0 K8ps [+/- 0]

Select Remote

Select a remote receiver or enteran |P address:

¥

UoF
Total (TCP Averages & Standard Deviatiol

Total: 0 KBps [+/- 0]

=
[
2
7]
(5]
9]
o

_*+ Total (TCP + UDR] TCP-anly UDR-onky NOTE: The remote |P address must be
10 . o TCP: 0 KBps [+/- 0]
reachable via ICMP (i.e. ping).
UDP: 0 KBps [+/- 0]

Transmitter

Figure 71: NetStress

Running a test with NetStress is very simple, although some might not find it self-explanatory.
What you need to do is click on the 0.0.0.0 next to Remote Received IP. You then select the IP
address that is listed in the window and click OK. Doing that will enable the Start button. Once
enabled, you simply click it and the tool starts testing and measuring the TCP and UDP
throughput. An interesting option found in this tool the ability to modify the MTU size used for
testing. Despite some quirks such as the inability to resize its full-screen window, NetStress is a

pretty good tool.

6. Aida32
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https://www.addictivetips.com/net-admin/network-performance-testing-tools/attachment/netstress-screenshot-3/

Aida32 is officially a discontinued product that has been replaced by Aida64 but this older
version still very popular and easy to find. Aida is a hardware information and benchmarking
tool that can perform many different tests. The reason this specific—and older—version has
made it to our list is because it includes an excellent Network Benchmark tool which is no longer

available in recent versions. Using the plugin is easy and it can be started from the tool’s Plugin

Menu

AIDA32 - Enterprise System Information - O >

File View Report Audit Information License Web Plugin  Help

&= & &

[} ADA32 v3.942 A || Field Value

= é Computer &5 CPU Properties
----- 4 Summary
_____ J Computer Name & CPU Type Unknown, 3100 MHz
..... _J DI &@» Original Clock 3100 MHz
@ Sensor @ LZ Cache 255 KB (On-Die, ATC, Full-Speed)

(=& WMotherboard
- & lulti CPU
~-p CPUD & CPU 0 Intel(R} Core(TH} i5-2400 CPU @ 3.10GHz, 3093 MHz
- Matherboard & CPU #1 Intel(R) Core(TH} i5-2400 CPU @ 3.10GHz, 3093 MHz
: 2:; o @ CPU R Intel(R) Cora(TH} i5-2400 CPU @ 3.10GHz, 3083 MHz
& Chipset gpcru s Intel(R} Core(TM) i5-2400 CPU @ 3.10GHz, 3093 MHz
- BIOS

(-4 Operating System E CPU Utilization

- Server a@» CPU #

- Display @ CPU #2

-8, Mutimedia & CRU 3

EJ---,,'j. Storage P B

[#--Z# Input

69 Network

EJ--Qg Directx

-¥& Devices

(e[ Software

E]--{} Config

-4 Misc v« >

Figure 72: AIDA 32

Aida32 tool is not very different in its opérations from most others on this list and you’ll need to
run it at both ends of the path you want to test. On one of the computers, you need to select
Master from the drop-down list that you’ll find at the bottom of the tool’s window. You then go
to the Bandwidth tab and click the Start button. On the other computer, you select Slave instead
of Master and enter the IP address of the master. Just like you did on the master, you go to the
Bandwidth tab and click Start. Once the test completes, the Save button can be used to
conveniently save the bandwidth chart in bitmap format.

7. PerformanceTest
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Pass Mark’s Performance Test is a complete PC performance benchmarking software. It made
it to our list because it features a pretty decent advanced network testing tool that one can use to
run network performance tests. The too can run tests on both IPv4 and IPv6 networks.
Furthermore, it will let users set the data block size used for testing. It will also allow you to
enable UDP bandwidth throttling if you so desire. The network module is well-hidden within the
PerformanceTest application. You can access it by clicking advanced and then Network from

the tool’s menu bar.

E PassMark Advance Network Test X
Mode Remote Server IP Address or Name
Server (@) Client )
Auto Repeat [] Host | localnost
Internet Protocol Port
Pv4 @ Pve O
Mote: Remote machine must also be running
Transfer Protocal the Network test
TCP (@) uor O
Test Duration
Send Data
Fixed Block Size 20 Sec
Fixed Block Size | 32763 Bytes
Throttle UDP Bandwidth
Start block size | 32 Bytes Throtte o | 10000000 bps
End block size | 32763 Bytes
Status
Desaiption |
Data received I:I Bytes Current Speed  N/A Kbits/Sec
Data sent I:l Bytes Minimum Speed  N/A Kbits/sec
CPULoad N/A % Maximum Speed  N/A Khits/Sec
NOTE: The network test requires a separate instance of PerformanceTest
to be running on & machine which can be reached over a network connection,
Help Exit

Figure 73:PassMArk Advance
2.2.5.4 Learning Activities

e The trainee is required to download SolarWinds WAN Killer from the official download
link and install the free 14 day trial on their personal computer.

e Using the accompanying and appropriate toolsets, specify parameters such as port numbers,
packet size, and percentage of bandwidth to use.

Special instructions

Use only the toolsets available on free trial.

2.2.5.5 Self-Assessment

195



1. What is network performance?

2. Create a distinction between network testing and network monitoring.

2.2.5.6 Tools, Equipment, Supplies and Materials

Tools

1. Network tool kit
2. Signal testers
Equipment
Computer

Cables

Switches
Routers/modem
Bridges

Repeaters

e Fibre modules

e Antistatic gloves

e Ports

e RJ45

e NIC

o (Gateways

e Microwave dishes

Materials and supplies

Consumables for maintaining Network including:

e RJ45

e Fibre Modules

o Cables

Replacement parts including:

e Points

e Switches
e Routers
e NIC
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e Modem
e Cables
Cleaning materials;
e Hand cleaner.

2.2.5.7 References
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2.2.5.8 Model answers to self-assessment

What is network performance?

Network performance refers to measures of service quality of a network as seen by the
customer”. There are three essential elements to that definition. The first is the measures part. It
established clearly that network performance is something one has to measure. The next
important bit is the service quality of a network. Service quality is a generic concept but, as
you'll see, a few specific metrics are associated with it. The last important part is the customer.
Were not interested in network performance as a theoretical thing. What we need to measure is
the true user experience.

Create a distinction between network testing and network monitoring.

These are two similar concepts but there are a few differences. The basic idea is the same:
simulating real user traffic and measuring the actual performance of the network. Where it
differs is in how and when it is done. Monitoring systems run constantly and perform recurring

tests between preconfigured locations and using predefined simulation models. A dashboard will
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typically be available to display the latest test results and reports can often be generated for
various purposes.

Testing is different in that it is typically an ad-hoc process that is run manually whenever a
problem is reported or suspected. Tests are also typically run between two specific points on the
network where one suspects a problem is. The test will often help identify and pinpoint the

problem.
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